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publicly until it has completed the process of notifying law enforcement pursuant to paragraph 
(2). 

(2) As soon as practicable, and in no event later than seven (7) business days after reasonable 
determination of the breach, the Company will electronically notify the United States Secret 
Services (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting 
facility. 

(a) Notwithstanding state law to the contrary, the Company shall not notify customers or disclose 
the breach to the public until 7 full business days have passed after notification to the USSS and 
the FBI, except as provided in paragraphs (b) and (c). 

(b) If the Company believes that there is an extraordinarily urgent need to notify any class of 
affected customers sooner than otherwise allowed under paragraph (a), in order to avoid 
immediate and irreparable harm, it will so indicate in its notification and may proceed to 
immediately notify its affected customers only after consultation with the relevant investigation 
agency. The Company will cooperate with the relevant investigating agency's request to 
minimize any adverse effects of such customer notification. 

(c) If the relevant investigating agency determines that public disclosure or notice to customer 
would impede or compromise an ongoing or potential criminal investigation or national security, 
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 
days. Such period may be extended by the agency as reasonably necessary in the judgment of the 
agency. If such direction is given, the agency shall notify the carrier when it appears that the 
public disclosure or notice to affected customers wi!! no longer impede or compromise a crimina! 
investigation or national security. The agency shall provide in writing its initial direction to the 
carrier, any subsequent extension, and any notification that notice will no longer impede or 
compromise a criminal investigation or national security and such writings shall be 
contemporaneously logged on the same reporting facility that contains records of notifications 
filed by the Company. 

(3) Customer Notification. After the Company has notified law enforcement pursuant to 
paragraph (2), it will notify its customers of breach of those customers' CPNI. 

(4) Recordkeeping. The Company will maintain a record, electronically or in some other manner, 
of any breaches discovered. notifications made to the USSS and the FBI pursuant to paragraph 
(2), and notifications made to customers. The record will include. if available. dates of discovery 
and notification, a detailed description of the CPNI that was the subject of the breach, and the 
circumstances of the breach. The Company will maintain the record for a minimum of 2 years. 


